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Abstract

Software supply-chain attacks are an important and ongoing con-
cern in the open-source software ecosystem. These attacks preserve
the standard functionality that a component implements while ad-
ditionally hiding malicious functionality that activates only when
the component reaches its target environment. LExo addresses
such stealthy attacks by automatically learning and regenerating
vulnerability-free versions of potentially malicious components.
LExo first generates a set of input-output pairs to model a com-
ponent’s observable behavior, which it then uses to synthesize a
new version of the original component. The new component im-
plements the original functionality but avoids stealthy malicious
behavior. Throughout this regeneration process, LExo consults
several distinct instances of large language models (LLMs), uses
correctness and coverage metrics to guide these instances, and ap-
plies guardrails to their results. An evaluation on 100+ real-world
packages—including high-profile stealthy supply-chain attacks—
indicates that LExo scales across multiple domains, regenerates code
efficiently (<30m on average), maintains compatibility, and succeeds
in eliminating malicious code in several real-world supply-chain
attacks—even when a state-of-the-art LLM fails to eliminate mali-
cious code when given the component’s source code and prompted
to do so.

1 Introduction

Supply-chain attacks have been an ongoing issue in the software
industry [6, 15, 18, 27, 59, 70, 81, 89], resulting in over $46B dam-
ages in recent years [77]. These attacks target a victim’s supplier,
exploiting the fact that the victim software depends on software
provided by the supplier. As modern software comprises thousands
of dependencies, it is challenging to audit them all—and particularly
so for those nested deeply in the dependency chain.

Automated detection of such attacks remains challenging, as
malicious components use various evasion techniques. Specifically,
in the case of stealthy supply-chain attacks (SSCAs), a malicious
dependency may remain dormant until multiple conditions are met—
for example, specific values of environment variables, the version
of another component, the system’s date and time, the number of
times a component has been invoked, or random chance. These
techniques often enable supply-chain attacks to evade detection by
standard software validation mechanisms such as testing.

This paper presents LEx0, a system that eliminates SSCAs by
combining large language model (LLM)-assisted program inference,
transformation, and regeneration. LExo does not attempt to directly
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Fig. 1: Applying LExo. Top: A typical workflow today might result in
an attack. Mid: Applying LLMs to detect or eliminate vulnerabilities
may still result in an attack. Bottom: LEX0 regenerates a benign
version of a component (or reports inability to do so).

detect, remove, or interpose on vulnerable or malicious code. It in-
stead extracts a model of the component’s intended behavior (in the
form of input-output examples), then uses this model to regenerate
a new, secure, vulnerability-free version of the component. A key
insight is that a stealthy malicious component still exhibits the
advertised client-visible component behavior—which Lexo infers,
represents as input-output examples, and regenerates.

Because the extracted component model (input-output examples)
decouples the original, potentially malicious or vulnerable, code
from the regenerated code, LExo0 is distinct from approaches that
present a component directly to the LLM, tasking the LLM to recog-
nize any malicious or vulnerable code to generate a vulnerability-
free version of the component (Cf:§9.5).

Deployment scenarios: LExo produces either a vulnerability-
free version of a software component it takes as input (Fig. 2) or a
message that it cannot operate on its input component—for example,
because the original component falls outside its regeneration scope.
LExo can be applied at various stages of the software lifecycle.
During development, it can regenerate software dependencies to
reduce the risk of developer-targeted attacks. In continuous integra-
tion workflows, it can be applied to release checkpoints to ensure
that all dependencies are regenerated before deployment to produc-
tion environments. It can also be applied selectively, regenerating
only before release and deployment. The current version of LExo
targets dependencies that sit at the leaf nodes of the dependency
graph, as they usually implement well-defined functionality and
are ubiquitous across applications within an ecosystem [6].
Evaluation overview: Applied to several real-world supply-chain
attacks, LEXO regenerates new versions of these components that
re-implement the core computation, pass developer tests, support
client applications, and—crucially—eliminate any malicious behav-
ior present in the original component (§9.1). LExo correctly regen-
erates 86 out of 147 components, confirmed by 100% of developer-
provided tests and by manual inspection, and exits early on the
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remaining 61, after it detects that the source component falls outside
its regeneration capabilities (§9.2). On average, LEx0’s component
regeneration completes in 30m and costs less than $0.10.

Paper outline and contributions: The paper starts with an ex-
ample of a stealthy supply-chain attack (§2) and the key challenges
involved in detection and mitigation. It then discusses the threat
model LExo protects against (§3), before presenting an overview of
the system (§4) outlining its key contributions:

e Program inference: Given a software component, LEXo uses
the component’s source code to generate a series of inputs (§5).
It then uses these inputs to create a model that reflects the com-
ponent’s client-observable behavior. LExo then uses this model
to regenerate a new, secure version of the component.

e Language- and domain-agnostic regeneration: LExo intro-
duces an automated, language- and domain-agnostic approach
to regenerate safe, behaviorally equivalent versions of vulner-
able components, eliminating malicious code without human
intervention (§6).

e Guardrails, optimizations, and refinements: LExo introduces
a series of checks for rejecting invalid inputs and incorrectly
regenerated components (§7) as well as a series of optimizations
and refinements that enhance its performance and accuracy (§8).

The paper then presents LExo’s evaluation (§9), related work (§10),
and limitations (§11). An additional appendix contains the full set
of prompts used (Appendix A).

Availability: Lexo will be available as an MIT-licensed open-
source package for download at:

https://github.com/atlas-brown/lexo

2 The Event-Stream Attack

The event-stream library implements stream manipulation func-
tionality for Node.js. With over 3M weekly downloads, event-stream
became the target of a supply-chain attack, by introducing a Bitcoin-
stealing malware dependency called flatmap-stream [6].

The malicious dependency: This malicious dependency extracts
account details from Bitcoin wallets. The attack is stealthy: it acti-
vates only when the malicious code executes as part of the Copay
Bitcoin wallet [8], on specific platforms, and only when the wallet
is connected to the live Bitcoin network (Ins. 3-4). To perform the
attack, flatmap-stream (1) loads the user’s wallet credentials, (2)
stores the credentials on the side, and (3) sends the credentials to a
remote server (code elided for simplicity), before constructing and
returning the correct value to the caller (Ins. 10-11).

1 const Stream = require('stream').Stream;

2 module.exports = function (mapper) {

3 if (env.Copay && env.livenet

4 && env.platform === target) {

5 // Code to (1) load wallet credentials

6 // (2) store credentials on side, and

7 // (3) send credentials to a remote server

8}

9 const stream = new Stream();

10 // Construct flatmap stream object...

1 return stream; }

This is an SSCA, as it does not interfere with the component’s
client-visible behavior, even when activated.
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Applying LExo: LExXo regenerates areplacement flatmap-stream
component that provides identical client-visible behavior while in-
cluding no malicious code—and works across domains in a language-
agnostic manner. The following line invokes LExo on flatmap-stream
with JavaScript as the output language.

$ lexo --out js flatmap-stream

Lexo starts by extracting the interface and source code of the
flatmap-stream component (step (1) in Fig. 2). The system then
continues with the candidate input generation phase (step (2) in
Fig. 2), where it presents an LLM instance with the flatmap-stream
code and prompts the LLM to generate a set of inputs that exer-
cise the component’s functionality. An example of a generated
input is the JavaScript value x => x + 1. LExo then runs the
flatmap-stream component on these generated inputs and col-
lects the corresponding outputs to obtain a set of input-output
examples. To obtain a comprehensive set of input-output examples,
Lexo records the code coverage that these input-output examples
obtain, then iteratively prompts the LLM to generate additional
inputs to increase coverage. LExo currently performs three input
generation iterations, stopping early if the generated inputs achieve
100% coverage. Note that if the component contains stealthy ma-
licious code, the LLM typically does not obtain 100% coverage be-
cause it does not construct the combination of inputs and execution
environment required to activate the malicious code.

In our example, this process produces a total of 13 input-output
pairs after three revisions, obtaining 74% code coverage (the input
examples do not activate the malicious code). An example input-
output pair is:

{ input: x => x + 1,

output: { new __Stream({ ... }) } }

LExo then moves on to the program regeneration phase (step (3) in
Fig. 2). Here, LEXO presents the input-output pairs to the LLM, first
prompting it to regenerate an algorithm sketch in natural language
that implements the behavior specified by the input-output pairs,
then prompting it to refine the natural language sketch into a
JavaScript component that implements the behavior (see §9.6 for
results from experiments that go directly from the input-output
pairs to source code without the intermediate algorithm sketch).

In the example, after three revisions this input-output-pair-based
regeneration approach produces the following code (shortened for
brevity). This code implements the behavior specified by the input-
output pairs without side effects (such as file system or network
access) or other extraneous code (input-output pairs cannot express
these kinds of side effects and LLMs typically do not insert this
kind of code into the regenerated component unless prompted to
do so).
const Stream = require('stream').Stream;
const stream = new Stream();
stream.on('data', (x, f =v =>v) =>
4+ (Array.isArray(x) ? x : [x1)

5 .forEach(y => out.emit('data', f(y))));
¢ return stream;

N

w

Key result: The regenerated flatmap-stream component con-
tains no malicious code, correctly implements all 13 input-output
pairs used during regeneration, exhibits 100% code coverage on
this set of input-output pairs, and passes 5/5 (100%) tests in the
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Tab. 1: Comparison overview. Approaches directly relevant to LExo’s
supply-chain security approach (§10).

- . &

b k1 =

s £ &

o 0 =
Approach © A~ W& Examples
Static Analysis B B [0 [11,41,84]
Dynamic Analysis H B [ [17,30,75]
Pure LLMs B B [ [34856]
Programming-by-Example O O O [1321,33]
Program Inference and Regeneration [ — W [12,67,74]
LExo B — W (this paper)

event-stream test suite (§9.1). Manual inspection confirms that
the regenerated component correctly implements non-malicious
flatmap-streamfunctionality. The entire process takes a little over
10 minutes and costs $0.10. The initial input generation phase takes
30s and incurs $0.03 in LLM inference costs, followed by another
90s and $0.07 for the program regeneration phase.

Potential alternative approaches: A security-conscious devel-
oper might try to proactively defend against this attack using static
or dynamic analysis, LLMs, or program synthesis.

Static analysis [11, 32, 39, 76] is unable to detect the attack,
as the malicious payload is encrypted at rest and only decrypted
and evaluated at run-time. Dynamic analysis [17, 30, 75] is also
ineffective, since the component’s malicious side-effectful behavior
activates only under strict conditions as described above.

LLMs have been used to directly detect and/or eliminate malware
in component source code, with the goal of producing a modified
version of the component without malicious code [4, 56, 83]. With
a recent LLM (GPT-4o0), this approach works for flatmap-stream,
essentially by copying the legitimate code and discarding the ma-
licious code. But given a modified version of flatmap-stream
that includes additional safety checks and renames the payload
toutil. js, GPT-4o fails to recognize the malicious code and in-
cludes the malicious code in the modified version of the component.
This example illustrates how this approach can fail, especially when
the attack is concealed through careful token selection or malicious
code crafted (potentially automatically by an LLM, see §9.5) to ap-
pear legitimate. LEX0, in contrast, uses input-output pairs to sever
any connection between the source code of the original and regen-
erated versions of the component, eliminating any need to detect
and/or remove malicious code from existing code.

Given a comprehensive enough set of input-output examples,
traditional program synthesis [13, 14, 21, 74] could, in principle,
eliminate flatmap-stream’s malicious behavior by regenerating a
behaviorally equivalent implementation. However, this approach
relies on domain expertise to develop a domain-specific language
and corresponding specialized synthesis engine for each target do-
main (e.g., string manipulation, array manipulation, etc.), which
requires programming language design and implementation exper-
tise, can involve substantial engineering effort, and significantly
hinders scalability across domains. It also requires the availability
of input-output examples that sufficiently characterize the desired
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component behavior (standard component test suites, even when
available, often do not contain enough examples).

Tab. 1 summarizes the comparison, with additional points in the
space of immediately relevant options (Cf.§10).

3 Threat Model

LExo0 protects against attacks in which the attacker has full control
of the target component and can modify its source code arbitrar-
ily. The modified target component exhibits correct client-facing
behavior. The malicious behavior injected is side-effectful in that
it produces effects beyond just producing component outputs, e.g.,
filesystem access, environment variable modification, network ac-
cess, or arbitrary code execution. Since a malicious component
can potentially attack the host system during regeneration, LExo
interacts with the component in an isolated environment.

Lexo also protects against software removal from remote reposi-
tories. An adversary might unpublish a component (as in the npm
left-pad incident [89]), replace it with a no-op, or replace it with
an incorrect or incompatible version, thus breaking all dependent
applications. LExo can be deployed to proactively regenerate compo-
nents before removal, replacement, or revision, making alternative
versions available in the event of such removal, replacement, or
revision.

Lexo assumes that the back-end LLM and the target language’s
runtime are all part of the trusted computing base.

4 System Overview

LExo takes as input a component’s implementation and produces
a regenerated implementation that exhibits only the component’s
client-facing functionality. This section explains the subsystems
used across different stages of the regeneration process and how
they combine into the end-to-end pipeline.
Prompt anatomy: LEXo uses a set of prompts engineered to
improve LLM generation performance [58]. All prompts used in
Lexo adhere to the following structure (full prompts in appendix A):
(1) Problem statement: An imperative explanation of the given
task. For example:

Given a component, generate a set of inputs that
will thoroughly test the module’s behavior.

(2) Problem breakdown: Elaborates the steps needed to complete
the task. For example:

1) Code Understanding: Explain the code’s purpose
and functionality.

4) Explore: Include tests that are slight variations of
the ones in the test suite.

(3) Task clarifications: In cases where it was observed that the
LLM diverged from the desired output, the prompt includes
some additional alignment instructions specifically mention-
ing the desired (or unwanted) patterns. For example:

...Make sure to test default arguments and optional
parameters.
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Fig. 2: LExo overview. LExo0 (1) analyzes a component’s interface to extract its source, (2) generates input-output pairs for the target component,
(3) according to quality metrics, (4) extracts a new representation of the functionality informed by the input-output pairs, (5) regenerates
the target component, (6) applies revisions until regenerated component conforms to the input-output pairs, and (7) replaces the original

component with the regenerated one.
(4) Output format specification: A short description of the desired
output format. This enables parsing and utilization of the
generated content by LExo. For example:

Output one input per line, using types from the
target language, in this format: [valuel, value2] ...

(5) Input data: Data are provided to the LLM either as input
to a transformation or additional context (e.g., the compo-
nent’s source code, failed examples after a program synthesis
attempt).

Transformation modules: The transformation modules are re-
sponsible for translating a representation of the target component
from one form to another while preserving core aspects of the orig-
inal representation. In the current version of LExo, these are the
component’s input-output behavior and exported symbol name.

To initiate component learning, the inference module, given the
source component’s implementation, generates test inputs for the
source component (step (2) in Fig. 2). These inputs use only con-
structs and syntax from the source language. To obtain correspond-
ing outputs, each generated input is executed on the target com-
ponent. These input-output pairs capture only pure computations
between the target component’s input and output. Subsequent trans-
formation modules leverage this property as a firewall, eliminating
attacks embedded in the original source component as side-effectful
computations cannot be represented.

To better align the generated input-output pairs with the target
component, the input-output pairs to algorithm module utilizes the
generated input-output pairs to craft a high-level natural language
algorithm. This algorithm outlines a general approach that, if im-
plemented, would adhere to the given examples (step (4) in Fig. 2).
This stage of the pipeline prompts the LLM to analyze the program
synthesis problem, deriving high-level insights from the examples
before proceeding to implementation.

LEx0’s final transformation is the input-output pairs and algo-
rithm to code module. The module takes as input (1) the source
component input-output pair examples, (2) the natural language
algorithm generated by the input-output pairs to algorithm module,
and (3) the source component’s published name. Using these inputs,
LExo0 regenerates the component. (step (5) in Fig. 2).
Completeness module: Lexo employs a set of metrics that quan-
tify several aspects of the input-output pairs and regenerated com-
ponents (steps 3 and 6 in Fig. 2). In the input-output pair generation
module, it targets a code coverage threshold (100%) on the source

component. In the code regeneration module, it verifies that the
regenerated component complies with the specifications of the gen-
erated input-output pair set. Each produced artifact is considered
correct if it passes all the correctness criteria. If the input-output
examples fail to achieve 100% code coverage on the original com-
ponent, LExo proceeds regardless. This accounts for the scenario
of stealthy, malicious code that does not execute during testing.

Revision module: In cases where accuracy or completeness
thresholds are not met, LEx0’s revision module activates and at-
tempts to improve the quality of the generated content. The revision
module operates in a closed loop, with the LLM’s output from one
iteration feeding back as part of the input for the next one. LExo
performs a tunable number of revisions (three by default), after
which, if the correctness module has not marked the output as cor-
rect, the system stops and discards the generated content, issuing
an error message. Otherwise, the output is saved on disk and LExo
continues execution.

5 Input-Output Generation

Input generation: Given a component implementation C, LExo
generates a set of inputs that is used to construct a model of C’s
client-observable behavior. The system loads the component and
extracts from it each function f; and its corresponding source code
src(fn). It then provides src(fy;) to an LLM instance, instructing it
to generate a set of inputs I that exercise f,. LEX0’s regeneration
happens on a per-function basis. Each input i contains the values
to be passed as inputs to f,. To maintain compatibility with later
stages of the pipeline, LEX0 uses a constrained input format that
resembles the target component’s language syntax. The format is
designed to be easy to parse and convert into runtime values of
the component’s language. Given a source language L, the input
representation is an array in £. Each element of this array must be
a valid expression in £ and can be of any primitive or non-primitive
type in £, including function-like constructs. Comments, as defined
by the syntax of £, may accompany the array, but are discarded,
as they might leak a description of potentially malicious behavior.
The order of the elements within the array is significant and must
be preserved as part of the input specification. Multiple such arrays
can be provided, delimited by a character or sequence of characters.

Lexo provides the LLM with the input format’s syntax and se-
mantics for the source language as part of the input generation
prompt using three examples (appendix A). Some examples of gen-
erated inputs are shown below:
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[{a:1,b:2}, "a"] // An input with two arguments
[1,3]1 // An input with two integer arguments
["hello"] // An input with a string argument
[(a,b)=>{a+b}] // An input with a function

While constrained decoding [53, 80] can be used to guarantee
inputs adhere to a specific grammar, LExo does not leverage this
feature, because of (1) possible regeneration performance degra-
dation [72], (2) LExo’s use of prompting techniques like chain-
of-thought [79] that require the LLM to freely produce text in a
scratchpad-like manner before giving a final answer, and (3) compat-
ibility with most LLM API services, as not all support constrained
decoding.

It is important that the input-output pairs generated capture
enough of the original component’s legitimate behavior to enable
correct regeneration. Towards this goal, LExo instructs the LLM to
generate both nominal inputs that exercise the target component’s
typical behavior and edge-case inputs that test the component’s
behavior in unusual or boundary scenarios. LExo can deduce input
argument types even in the absence of developer type annotations,
inferred by the back-end LLM based on the operations performed on
them. Even in cases where only the component’s interface (and not
source code) is available (as is the case for native libraries), LExo can
generate quality inputs informed by context such as the function
and argument names. Combining the above, LExo can often reach
all of the function’s logic with only a small set of inputs (Tab. 2).

Input filtering: After LExo prompts the LLM instance to generate
a set of inputs I for f;, it parses and splits the generated set into
individual inputs i. The system then inspects each generated input
for syntactic correctness using the source language’s parser. LExo
rejects any invalid inputs and keeps a record of all valid inputs
between revisions (§7), adding new ones to the set at each iteration.

Output capture: After input generation, each input is serialized
back into the source language’s syntax. Then, LExo creates a pro-
gram written in the target language that includes a routine which
executes each one of the generated inputs i against the original
component.

Input-output filtering: At this point, LExo takes each input i and
provides it to the original function f,, resulting in a corresponding
output 0. LExo dynamically adds serialization logic and records
the component’s output from standard output. Interactions with
the component happen in an isolated environment to prevent any
side effects from affecting the host system. Beyond side effects, the
component’s output o may include values that may pollute later
stages of the pipeline. For instance, a component that implements
padding functionality may be invoked with a very large padding
length, for example pad("s", 999), polluting the context window
with a long string of spaces. To protect against such context window
exhaustion or overflow, LExo removes input-output pairs whose
combined length exceeds a tunable threshold (100 tokens by default).
After this, the system inspects the output for correctness in the
context of the source language and, again, serializes it. LExo records
the component’s behavior for both valid returned outputs and any
exceptions thrown, in which case it records the exception’s type
and message. LExo then adds each input-output pair tuple (i, 0) to
its set of example input-output pairs E.
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6 Regeneration

After generating a set of input-output pairs that adequately capture
fn’s client-observable behavior, LExo moves on to regenerate a
replacement function f;,.

Natural language algorithm: LExo starts by inspecting the gen-
erated input-output pair set E and instructs the LLM to produce
an algorithm in natural language that describes at a high level the
implementation of a function that would satisfy the input-output
pairs (full prompt in appendix A).

Given this test suite, design an algorithm that describes
the function.

1) Understand the tests

2) Analyze the problem

3) Design the algorithm

4) Handle edge cases

A snippet of an algorithm generated for the flatmap-stream li-
brary is:

1. Check if the input is ‘undefined". If so, return ‘[]". 2. If
the input is not an array, iterate over each element and
apply the mapping function. ...

Lexo then provides this natural language description to the LLM
along with the set E of input-output pairs. Before providing input-
output pairs to the LLM, LExo first converts the intermediate input-
output pair format into a form that more closely resembles the
syntax of the target language. This helps instruct the LLM to syn-
thesize the target component using input-output pairs, without
having to re-state the semantics of the chosen input-output pair for-
mat. For example, the input-output pair {input: [3, 4], output:
7} for a component f that implements addition would be included
in the prompt as f (3, 4) = 7.Lexo includes input-output pairs
that exercise incorrect input types or values that result in excep-
tions, as input sanitization and error conditions from the original
library should be retained after regeneration.

Equality checks: After each synthesis attempt, LExo verifies that
fn (i) = o holds for every input-output pair (i, 0) € E. LExo uses the
language’s deep-equality operation, which recursively compares
the two values. The operation traverses language values down to
their primitive types, where it then checks for literal equality.

7 Guardrails

During candidate input generation, LExo checks if the final input
set results in 100% code coverage of the original component. If not,
it enters a revision loop, in which it generates additional inputs
using code coverage as a metric. In this loop, the LLM is instructed
to focus on edge cases present in the given source code. If the code
coverage threshold is not met, the input-output generation part
of the pipeline is rerun, now modified, with the failed generation
being appended to the instruction prompt, together with a message
instructing the LLM to create a broader range of inputs to increase
coverage. After three revisions, LExo moves on to the program
regeneration part of the pipeline, using the input-output pairs it
has generated so far. Reaching 100% code coverage might not be
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possible, as parts of the code could be intentionally unreachable or
activated only in specific environments as part of an attack.

During program regeneration, LExo checks whether the cur-
rent regenerated version correctly implements the generated input-
output pairs. If not, LExo reruns the program synthesis step, mod-
ifying the process by appending the current version to the LLM
instruction prompt. It also includes a message prompting the LLM
to revise the code so that it correctly implements all input-output
pairs, along with the specific examples that caused the failure. Af-
ter three revisions, if the correctness module has not marked the
output as correct, LExo stops and discards the synthesized code,
issuing a warning message to the user.

After regeneration completes, LEX0 executes any tests provided
by the original developers (if available) and issues an error if the
regenerated component does not achieve 100% correctness.

To avoid malicious code regeneration, the original implementa-
tion is treated as “tainted”. It is then turned safe by projecting it to
a set of input-output pairs that capture its behavior. When LExo
prompts the LLM to regenerate a new version, the LLM is not given
the original potentially malicious code as input.

8 Optimizations and Refinements

Chain-of-thought prompting technique: The chain-of-thought
(CoT) [79] prompting technique explicitly encourages a language
model to generate a rationale before answering. This approach has
been shown to improve the ability of foundation models to per-
form complex tasks [20, 40, 61, 82]. LExo uses a CoT stage for each
LLM-assisted task.

Deconstruction: During the code regeneration phase, LExo de-
constructs the problem into smaller sub-tasks, a technique that
has been shown to improve the ability of foundation models to
perform complex reasoning [36]. Before regeneration, LEX0 uses
the generated set of input-output pairs to instruct the LLM to create
a natural language description of the final program’s functionality.
This allows the LLM to sketch an initial plan [49], where it pieces
together, based on the given examples, what the final module’s
functionality should be. Then, LExo gives this high-level descrip-
tion as part of the regeneration prompt alongside the generated
input-output examples, when LExo prompts the LLM to regenerate
the component. Intuitively, this helps the LLM draw from this high-
level description of the program’s functionality alongside concrete
inputs and outputs.

Parallelization: Lexo performs regenerations in an isolated fash-
ion and is able to regenerate multiple components in parallel. The
parallelization boundary is a single component. When run with
the —--parallel flag, LExo begins regenerating the specified set of
software components in parallel using half of the system’s available
cores. LExo schedules regeneration using lines-of-code as a priority
metric, starting with smaller libraries first.

Language agnosticism: Lexo achieves language agnosticism
both through its use of LLMs to infer and regenerate a component’s
functionality and through the way it interacts with the target com-
ponent. Specifically, LExo interacts with the target component in
a language-agnostic manner during input-output generation, as it
only needs to provide inputs and observe corresponding outputs. To
support a new language, LEX0 requires a minimal language-aware
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component, which is responsible for loading the target component,
extracting its source, and executing it with generated inputs while
capturing outputs and line coverage.

Early exits: When invoked with the -e flag, LExo will inspect
the target component to identify if it falls under its model of regen-
eratable components. During input-output generation, when LExo
exercises the component’s behavior on the set of generated inputs, if
LEx0 observes that one of the component’s return values is outside
LEx0’s regeneration capabilities, LExo will abort regeneration and
issue an error. Specifically, LExo aborts when the return value of a
component is of type Function, as during verification it cannot at-
test equivalence between two function-like values. The system will
also abort in case one of the LLM-generated inputs or component-
produced outputs are not serializable. LExo also discards compo-
nents that, access the system’s time, access the filesystem or make
network requests by running them through its generated input-
output pairs while monitoring them using strace [1]. To avoid
false negatives coming from the language runtime’s own system
calls, LExo first performs a pure run with a dummy component
inside the given runtime and filters out any system calls that appear
during this run from the final monitoring step.

9 Evaluation

This section presents results from applying LExo to real-world

components to answer the following questions:

e Q1: How effective is LExo at eliminating vulnerabilities in real-
world malicious components? LExo successfully eliminates vul-
nerabilities that enable ten large-scale software supply-chain
attacks. (§9.1)

e Q2: To what extent can LExo correctly learn and regenerate
client-facing component behavior? LExo fully regenerates 86/147
libraries (100% of developer tests passing, followed by manual in-
spection; all components that correctly implement the generated
input-output pairs and pass the developer tests also pass manual
inspection). (§9.2)

e 0Q3: How efficient and scalable is LExo’s regeneration when ap-
plied to real-world components? Regenerated components have
an average performance overhead of less than 0.1% over the
original implementations. (§9.3)
Q4: How does LExo compare to state-of-the-art domain-specific
program inference and regeneration techniques within the target
domain? Applied to the 17 components from the Harp benchmark
set [74], Harp’s domain-specific synthesis engine and accompa-
nying DSL correctly regenerate 14/17 components, while LExo
correctly regenerates 5/17 components. (§9.4)

e Q5: How does LExo compare to using an LLM to recognize and
eliminate malicious code? LExo outperforms this approach in
eliminating malicious code from all components implemented
as native Node.js addons, and the synthetic leetlog and pad
supply-chain attacks. (§9.5)

e Q6: How important are LExo’s key design choices to regeneration
correctness? Input-output pairs are the most important ingredi-
ent: removing them reduces correct regenerations from 86/147
to 27/147, while removing the intermediate natural-language
algorithm reduces correctness to 62/147. (§9.6)
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(d) Correctness results for LExo using Mistral [34].

Fig. 3: Regeneration correctness results across models. This figure displays the results of applying LExo to 147 libraries from open-source
component ecosystems. Each bar represents a different component regenerated by LExo. The y-axis represents the percentage of developer-
provided tests successfully passed by the regenerated libraries. Shading represents the percentage of input-output pairs that the regenerated
component passes. LExo automatically reports inability to regenerate when correctness is below 100%. The same set of libraries is present in all

four plots in descending order of correctness.

Software and hardware setup: All experiments were conducted
on a server with 62 GB of memory, 12 physical cores, and an Intel
Core(TM) i7-10710U CPU, running Ubuntu 24.04.1 LTS 6.8.0-41-
generic. The setup uses Node.js v18.19.1 and CPython 3.12.3.

Implementation details: The LExo prototype core is imple-
mented in 1283 lines of Python code and is complemented by three
language-specific libraries for interfacing with Python, JavaScript,
and Ruby components (approximately 100 lines each). LExo uses
the dspy library [35], a library that provides a high-level interface
for interacting with LLMs using a constrained programming model.
LExO’s two stages are implemented as two dspy modules: one for
generating inputs and obtaining input-output pairs, and another
for synthesizing the component from the input-output pairs.

9.1 Security

To answer Q1, we collected ten libraries from publicized supply-
chain security incidents [6, 89], the Backstabber’s Knife Collection
(BKC) [50], and hand-crafted examples designed to bypass an LLM’s
ability to detect malicious code. To confirm that LExo successfully
eliminates each attack, we manually inspected the regenerated li-
braries to ensure that LExo produces a secure and vulnerability-free
implementation, without introducing new vulnerabilities. The fol-
lowing paragraphs present the results of applying LExo to eliminate
malicious or vulnerable code.

Event stream: The event-stream incident [6] is a supply-chain
attack that introduced a malicious dependency into the event-stream
component. The setup for the event-stream component includes
the original component [73] and a re-implementation of the mali-
cious flatmap-stream dependency [31]. The incident is discussed

extensively in §2. LExo successfully regenerates flatmap-stream,
removing the activation-condition checks and the payload itself.

CTX: The ctx PyPI component implements a Python dictionary
wrapper that allows items to be read using attribute access notation.
The component’s v@. 2. 6 release extended the exported class with
a method called sendRequest that sends all environment variables
to a remote server [66]. LExo successfully regenerates each method
in the component, and turns the sendRequest method into a no-op,
removing the exfiltration behavior.

Strong password: The strong-password component is a Ruby li-
brary that performs password strength analysis. In the component’s
v0.0.7 release, a malicious snippet was introduced that defines a
self-executing method that executes a script fetched from a remote
server [47]. The attack only activates when it detects that it is run-
ning in a production server using the Ruby on Rails framework.
Applying LExo to the malicious function discards the malicious
behavior, regenerating it as a function that returns nil.

Passgen: Similar to strong-password, the passgen library is a
Ruby component that generates random passwords based on a
set of rules. In the component’s v1.0. 3 release, an almost identi-
cal malicious snippet to the one in strong-password was intro-
duced [50]. Applying LExo to the exported functions inside the
probabilities.rb file results in an implementation that correctly
exports the probability matrix used to generate passwords and turns
the malicious method into one that returns nil.

Left pad: The left-pad incident [16] occurred when a popular
JavaScript library, used by multiple projects such as React and
Babel, was unpublished, affecting production environments such as
LinkedIn and Facebook. LExo is applied to the component built by
npm in response to the incident. LExo successfully regenerates the
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Tab. 2: Summary of correctness and performance results from applying LExo to open-source libraries. Each row presents the library’s name;
target domain (D)—(A)rrays, (S)trings, (F)unctions, (O)bjects, (C)ollections, (H)as, (I)s, and (M)ath); source language (£); number of weekly downloads and
number of dependent packages; performance of the input-output pair generation phase across runtime (¢4¢r), number of revisions (R;), number of generated
input-output pairs (P), and code coverage (Covg); and performance of the regeneration phase across runtime (¢;yn#), number of revisions (Rs), number of
input-output pairs correctly implemented (Correct;), number of developer tests passed (Correcty), and performance overhead (Perf/nce) compared to the
original implementation. For these results, LExo uses GPT-5 mini as the back-end LLM.

Library Popularity 1/O Pair Generation Program Synthesis
Name D L Weekly Deps tgen (s) Ri P Covg tsynth 5) R Correct; Correcty Perf/nce
arr-diff A JS 18.31M 9.9K 266 1 24 100% 957 1 24/24 8/8 <0.1%
is-number I JS 108.24M 0.16M 302 1 40 100% 374 1 40/40 111/111 2.4%
has-proto H JS 48.06M 2.8K 412 1 29 100% 367 1 29/29 2/2 <0.1%
primality M PY 13 - 314 3 20 100% 2338 3 20/20 9/9 3%
split-on-first S JS 9.35M 0.79M 499 1 35 100% 1273 1 35/35 7/7 3.2%
just-filter-object (6] JS 9.9K 0.35M 649 1 15 100% 711 2 15/15 3/3 1.1%
is-odd M JS 542.3K 1.8K 1205 1 32 100% 985 1 32/32 3/3 3.6%
concat-map C JS 80.41M 43.3K 1264 3 34 100% 1585 2 34/34 5/5 <0.1%
array-ify A JS 8.88M 158 303 1 25 100% 987 2 25/25 6/6 3.4%
fast_blank S RB 106,001 20 310 1 12 100% 432 1 12/12 4/4 <0.1%
is-object I JS 4.01M 0.28M 359 1 33 100% 1309 2 33/33 9/9 <0.1%
replace-ext S JS 7.96M 9.4K 545 1 36 100% 832 2 36/36 8/8 <0.1%
just-pick (@) JS 30.9K 9.1K 650 1 20 100% 917 2 20/20 6/6 <0.1%
is-even M JS 161.6K 38.2K 721 1 41 94% 1237 1 41/41 4/4 2.9%
character-count S C++ 2 - 1254 1 9 100% 2338 1 9/9 5/5 4.3%
... 135 more components
Min 1 4 265 1 0 4% 171 1 0% 0% <0.1%
Max 108.24M 1.47TM 2225 3 100 100% 2338 3 100% 100% 16.9%
Avg 9.56M 0.19M 826 1 32 93% 1051 1 94% 93% <0.1%

component, which when used as a drop-in replacement passes all
developer-provided test cases, with performance overhead of 1.1%.

String compare: The string-compare attack involves the co-
existence of two versions of a single component within the same
codebase [23]. One version is harmless and is used in a sorting
function. The other version, used as a dependency of an authen-
tication module, exhibits malicious behavior when it receives the
specific authentication string gbabWhaRQ, at which point it gains
access to the file system of the server on which the program is op-
erating. LExo successfully regenerates both components, removing
the malicious code from the second version.

Leetlog: The leetlog component provides functionality to log
colored strings to the console. The component contains an actively
malicious snippet that appends a predefined SSH key to the autho-
rized keys of a target system user [26]. LExo successfully regener-
ates the component, eliminating the malicious code.

Synthetic pad: The pad component is a string padding function
that contains a Remote Code Execution (RCE) vulnerability. The
component, apart from its benign functionality, contains a section
that fetches a code snippet from a remote server and executes it
by converting the fetched code into a JavaScript function object
and calling it. LExo successfully regenerates the component and
removes the vulnerability, synthesizing only the padding function-
ality, as the fetching of the URL constitutes side-effectful behavior.
Synthetic left-pad: The synthetic-left-pad component is a
modified version of the left-pad component [89]. The component
performs its intended functionality as expected, except for an attack

that activates if the PRODUCTION environment variable is set to true.
In that case, the component accesses the file system, reading a file
specified by the input and logging its contents to the console. The
component includes checks for known JavaScript vulnerabilities,
such as path traversal, and ostensibly follows best practices by using
try-catch blocks and throwing errors when it deems the input to
be unsafe. LExo successfully regenerates the component’s padding
functionality without the malicious filesystem access.

Benign components: LExo is also applied to 147 benign compo-
nents that feature no known vulnerabilities or malicious behavior.
After manually inspecting each regenerated component and apply-
ing the mir-sa static analysis tool to extract sensitive API calls, we
find that LExo does not introduce new vulnerabilities or malicious
behavior, even in cases where it does not reach 100% correctness.

9.2 Correctness

For Q2, we apply LExo on a collection of 147 benign components
spanning 7 different domains (array, collection, is, math, object,
string, function) from the npm, PyPI, and RubyGems ecosystems.
We also include native modules written in C and C++, loaded into
Node.js via require. To confirm correctness of the regenerated
components, we (1) use developer-provided test cases and (2) man-
ually inspect the regenerated component’s source code.

We compared LEx0’s performance across four models of varying
sizes and capabilities across the 147 components: Mistral 7B (7B
parameters) [34], GPT-3.5 (175B parameters) [88], GPT-40 (1T+
parameters) [51], and GPT-5 mini (1T+ parameters) [52].
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Results show that with Mistral, LExo exhibits the weakest per-
formance: 3 of the 147 regenerated components passed both input-
output pairs and developer tests, 15 passed input-output pairs but
not developer tests, and the rest did not pass input-output pairs.
With GPT-3.5, 35 passed both input-output pairs and developer
tests, 14 passed input-output pairs but not developer tests, and the
rest did not pass input-output pairs. With GPT-4o, 59 passed both
input-output pairs and developer tests, 43 passed input-output pairs
but not developer tests, and the rest did not pass input-output pairs.
With GPT-5 mini, 86 passed both input-output pairs and developer
tests, 18 passed input-output pairs but not developer tests, and the
rest did not pass input-output pairs. Manual inspection indicates
that, for all LLMs, all versions that passed both input-output pairs
and developer tests correctly implement the intended component
functionality. None of the generated versions, whether correct or
not, contained malicious code.

An examination of the synthesized programs reveals additional
information. LExo-generated code often lacks the optimizations

commonly implemented by developers, such as early exits or caching.

For instance, left-pad pre-computes padding for strings below
a certain length and returns it directly. In contrast, LExo tends to
produce straightforward implementations without attempting sim-
ilar optimizations. LExo also omits domain-specific knowledge. For
example, in the is family, LExo-generated code frequently fails to
account for all edge cases and often misses JavaScript-specific pat-
terns, such as checking an object’s string representation to decide if
an object is circular, as in the is-circular components. Reflecting
current LLM capabilities, LExo exhibits weak performance on com-
ponents that involve complex string transformations or perform
non-trivial math. In addition, LExo shows weak performance in
higher-order functions (e.g., just-curry, which implements func-
tion currying). In these cases, the input generation module, while
attempting to generate diverse inputs, results in input-output ex-
amples that use a variety of functions and thus are difficult for the
program synthesis module to generalize from.

9.3 Performance

For Q3, we evaluate the performance of LExo using GPT-5 mini
across the 147 components in the evaluation set. We measure how
long it takes to regenerate a component and the performance over-
head of each regenerated component. We report the wall-clock time
difference between the start and end of the regeneration process,
split between the input-output pair generation and regeneration
phases. Additionally, to assess the performance overhead of the
regenerated code compared to the original implementations, we
run the test suite of each component using both versions. We repeat
each performance experiment 100 times and report averages.
Lexo takes 1877s on average to fully regenerate a component,
with a minimum of 676.54s on the is-number component and a
maximum of 3858s on the is-map component, with 826s on average
spent on the generation of input-output pairs and 1051s on pro-
gram synthesis. LEX0 is able to regenerate components with mostly
negligible performance overhead, as it directly synthesizes code
in the target language. The system incurs an average performance
overhead of less than 0.1% for the regenerated components, with
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a maximum overhead of 16.9% on the array-partition compo-
nent. On 41 instances, the regenerated component outperforms the
original implementation.

9.4 Lexo vs. Harp (Program Synthesis)

Harp [74] is a domain-specific program inference and regeneration
system targeting string transformations. Harp works with compo-
nents whose behavior conforms to programs in a domain-specific
language designed to support both (1) a domain-specific program
inference algorithm and (2) a regeneration algorithm.

For Q4, we include Harp’s full benchmark set of components [74]
and compare LEx0’s performance and compatibility with Harp’s
domain-specific program inference and regeneration techniques.
Applied to the 17 components from the Harp benchmark set [74],
Harp’s domain-specific synthesis engine and accompanying DSL
outperforms LExo. LEXo is able to correctly regenerate 5/17 compo-
nents, while Harp regenerates 14/17. We note that regular expres-
sion generation is a domain particularly challenging for LExo.

In comparison with Harp, LExo can automatically regenerate
components across a broader range of domains while maintaining
high levels of correctness. For instance, Harp is limited to regenerat-
ing string- or stream-processing components, such as left-pad and
trim. LExo, on the other hand, is constrained only by the expres-
siveness of the input-output pairs used to describe the component’s
functionality and the LLM regeneration capability.

9.5 Lexo vs. GPT-5 Mini (LLMs)

For Q5, we provide the source code of the same malicious com-
ponents to GPT-5 mini with a prompt that instructs the model to
generate a functionally equivalent software component, with any
malicious code removed (appendix B). We evaluate the security
and functionality of the produced code the same way as LEXO’s
regeneration.

For components with simple functionality like left-pad, trim,
and string-compare, GPT-5 mini generates a functionally equiv-
alent version of the components, essentially by copying the legit-
imate code and discarding the malicious code. In these cases, the
generated code passes the developer-provided tests and is free of
vulnerabilities, making this approach a viable alternative to LExo
for these components.

In the case of the pad supply-chain attack (§9.1), the malicious
code snippet fetches unknown source code from a URL. The LLM
understands the call to fetch as benign, as it is a common operation
and there is no context to suggest that the fetched code is malicious.
Similarly, if the vulnerability exists in a compiled module that is
included using require, with only the component interface imple-
mented in JavaScript, as in the native addon vulnerabilities, an LLM
cannot “see” any vulnerabilities in the compiled artifact and may
simply copy the original code, failing to provide a secure version of
the component. In both of these cases, LExo interacts with the com-
ponent in a black-box manner, generates a set of input-output pairs
that adequately exercise the component’s functionality, and uses
these pairs to regenerate the component. For pad, the regenerated
component includes only the padding functionality, as fetching
code from a URL is not representable by the input-output pairs.
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Prompt-based adversarial attack: Prompt-based adversarial at-
tacks [85] can also be used to trick an LLM into classifying malicious
code as benign and failing to remove it. We employ this technique
on synthetic-left-pad and leetlog. The attack involves an ad-
versary (1) creating a component with an actively malicious snippet,
(2) providing the library source code to an LLM, (3) prompting the
LLM to “improve” the code using “best practices”, including error
handling and safety checks while not modifying any of the ma-
licious behavior, and (4) repeating the process until the LLM no
longer recognizes the malicious code as such. In our setup, we use
Mixtral [34] to generate the adversarial examples, providing it with
the source code of the malicious components and a prompt that
instructs the model to improve the code, adding error handling and
safety checks.

In the case of synthetic-left-pad, Mixtral adds try-catch
blocks around the malicious code that reads the contents of a file
in the host file system and logs it to the console. GPT-5 mini not
only fails to recognize the vulnerabilities and malicious snippets
in these libraries, but also does not remove them when prompted.
Lexo synthesizes a secure, vulnerability-free version of the com-
ponent by first generating a set of inputs to test the component’s
padding functionality. Based on the resulting input-output pairs,
it synthesizes a new version of the component that includes only
the padding functionality. Filesystem access is excluded, as it is
not exercised during the input-output generation (the attack only
activates if the PRODUCTION environment variable is set to true),
and is unrepresentable in the input-output format.

9.6 Ablation Study

For Q6, we measure the effect of different features of the LExo
implementation by removing each feature and measuring LEX0’s
resulting ability to produce regenerations that pass both (1) the
generated input-output pairs from the full LExo implementation
and (2) the test suite for the component. With full Lexo, 86 of 147
components pass both. Removing intermediate natural language
algorithm generation (going directly from the input-output pairs to
the final implementation), 62 of 147 components pass both. Remov-
ing library names, 86 of 147 pass both. Removing input-output pairs,
27 of the 147 pass both. These results highlight the importance of
capturing legitimate component behavior via input-output pairs to
enable successful component regeneration.

10 Related Work

Existing techniques for supply-chain security are not directly com-
parable to LExo, as they often focus on detecting security vulnerabil-
ities, rather than removing them, or are limited to narrow domains
or types of attacks.

LLM:s for security: Researchers have developed techniques that
use LLMs to detect (and potentially eliminate) malicious code [3,
4, 48, 56, 83, 87]. These techniques can fail, for example, when
the malicious code has been constructed to successfully appear
as legitimate or when an LLM has made the code appear to be
legitimate (§9.5). LExo differs in that it uses input-output pairs to
capture observable client-facing behavior, then uses these pairs
to regenerate a completely new version. Instead of attempting to
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recognize and/or remove malicious code, LExo discards all of the
original code, including any malicious code.

LLMs for test-case generation: Test generation using LLMs
involves prompting an LLM to create unit tests for a software
component [25, 62, 64], with some of this research generating tests
to uncover software security vulnerabilities [90]. Lexo differs in
that the generated input-output pairs are meant to capture the
observable client-facing behavior of the component, rather than
uncovering vulnerabilities or testing functionality—LEx0’s input-
output format is constrained and includes only specific language
primitives, avoiding the risk of encoding side-effectful malicious
behaviors.

Component isolation: Component isolation involves securing
individual components through sandboxing, interposition, wrap-
ping, and access checks [2, 37, 42, 45, 46, 60, 65]. LExo instead
replaces the original component with a regenerated component
that exhibits the same client-facing functionality. It does not use
sandboxing or wrapping to enforce security policies on the regen-
erated component and thus has no runtime overhead during the
production execution of a component. LExo’s sandboxing is used
during inference when LEX0 interacts with a potentially malicious
component.

Program synthesis: Program synthesis, programming by exam-
ple, and component-based synthesis [5, 21, 22, 24, 28, 29, 33, 43,
55, 57, 68, 69, 86] are methods for automatically generating pro-
grams, either from high-level specifications, example inputs and
outputs, or reusable components, respectively. Techniques include
constraint solving, refinement types, and interactive feedback. LExo
differs from these approaches in that (1) it uses an LLM to gener-
ate the input-output pairs (instead of working with a given set
of input-output examples), (2) the regeneration leverages an LLM
instead of a domain-specific program synthesis algorithm, and (3)
programs produced during the regeneration phase do not have to
conform to a domain-specific language (DSL). Eliminating these
constraints allows LEx0’s inference and regeneration to scale across
domains. Program synthesis, in contrast, targets specific domains
(e.g., string transforms, math operations) and requires both domain
and programming language expertise to design and implement a
domain-specific language for each target domain.

Program inference and regeneration: Program inference and
regeneration uses active learning applied to an existing implemen-
tation to infer a model of a component (the model is a program in a
domain-specific language that captures computations in a targeted
domain), then uses the model to regenerate a new implementation
of the component [67, 74]. The technique has been applied to soft-
ware rejuvenation [67] and to eliminating security vulnerabilities or
malicious code [74]. This previous research targets specific domains,
as reflected in the need to design a domain-specific language that (1)
captures the target domain while (2) enables the development of an
active-learning algorithm that can successfully infer computations
within the domain. Our research, in contrast, uses LLMs to obtain
input-output pairs that capture client-facing observable behavior
and LLMs to regenerate the new implementation. This approach
dramatically reduces the required programming-language expertise
and engineering effort and, by eliminating the need to focus on a
specific domain, dramatically increases the scope of the system.



Lexo: Eliminating Stealthy Supply-Chain Attacks via LLM-Assisted Program Regeneration

Software de-bloating: Software de-bloating [7, 9, 10, 38] is a
technique that removes unused or unnecessary code from software
components. This is typically achieved by analyzing their execution
under controlled environments or performing reachability analysis
to identify and eliminate code that is not invoked or required for the
observed functionality. Lexo differs in that (1) it does not remove
specific code segments, but rather regenerates the entire component
from scratch and (2) LExo eliminates malicious code (including code
that may execute during inference) as long as this code does not
affect the observable behavior of the target component (as opposed
to eliminating unused or unnecessary code).

Vulnerability detection: Static and dynamic analysis (and their
combination) [11, 17, 19, 30, 32, 39, 41, 44, 54, 63, 71, 75, 76, 78, 84]
attempt to detect vulnerabilities present in a given software artifact
or infer information about the behavior of a program to enforce it at
runtime. Instead of attempting to infer malicious or benign behavior,
Lexo completely regenerates a component into a vulnerability-
free version with equivalent behavior with respect to its client-
observable functionality.

11 Discussion & Limitations

Operation Granularity: The current version of LEX0 operates at
the function level within individual components, regenerating pure
functions that they expose. LEx0 is able to detect if a component
falls outside this scope during regeneration, at which point it will
halt and produce an error message. The component’s client-visible
behavior should be representable by LExo’s intermediate input-
output pair format. LExo focuses on regenerating components that
perform arbitrary computations and (given current LLM capabili-
ties) are typically around or below 150 lines of code. The current
Lexo prototype has been implemented to regenerate components
written in JavaScript, Python, Ruby, or wrapped as a native Node.js
module and implemented in any language.

Attacks on return values: Consistent with its threat model (§3),
Lexo does not protect against malicious code that changes the re-
sults that components return to the client (unless the malicious code
is activated only under specific conditions that do not hold during
Lexo inference and regeneration). In this scenario, the malicious
behavior will be modeled in the generated input-output pairs and
regenerated in the new component.

Concealing benign behaviors: If a component’s source is modi-
fied to conceal or affect its legitimate behavior, then LEx0’s input-
output pairs may not fully capture the intended behavior of the
component—resulting in incorrect code generation that fails devel-
oper tests. In this case, LExo will issue an error, indicating inability
to regenerate the component.

Extending LExo to more languages: Extending LExo to targeta
new language requires adding (1) new, slightly modified prompts to
instruct the LLM back-end to generate code in the target language,
(2) an appropriate code-coverage subsystem analyzing and report-
ing component coverage for the target language, (3) serialization
and deserialization support for the input-output pairs in the target
language. In our experience, all three can be implemented in about
an afternoon for popular languages that offer code-coverage and
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serialization functionality either built in or via third-party compo-
nents.

12 Conclusion

Supply-chain attacks on software repositories are an escalating
concern in today’s digital landscape. This work presents LExo, a
novel system that automatically learns and regenerates potentially
malicious components into safe versions with no malicious code.
A critical aspect of LEx0 is its use of input-output pairs to model
component behavior, a design choice that severs any connection be-
tween the original, potentially malicious, code and the regenerated
code. Our results highlight the effectiveness of LExo in learning,
modeling, and regenerating fully functional components from a
range of domains. As such, LExo provides a promising new direction
for eliminating software supply-chain vulnerabilities.
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A Prompts used by LExo

This section presents the prompts used internally by LExo when
targeting JavaScript components.

Input set generation

Given a component, generate an input test suite that will thor-
oughly test the component’s behavior. These input-output pairs
will then be used to regenerate the module. Make sure to include
all edge cases and key behaviors.

1) Code Understanding: Explain the code’s purpose and function-
ality. Identify key behaviors that require testing.

2) Inputs and Outputs: Brainstorm concise tests that are not repet-
itive for input-output correctness, including key behaviors as well
as edge cases. Make sure to test default arguments and optional pa-
rameters. Try to find cases where the function returns a function,
and test that function as well.

3) Errors: Incorporate test cases triggering errors or exceptions
for inputs where the provided module throws errors.

4) Explore: Include tests that are slight variations of the ones in
the test suite. Modify the inputs slightly to test the function’s
behavior with different inputs.

5) Format: Output one object per line with language primitives
as values. If the expected output is a function, also provide a set
of arguments to call that function with. Wrap all these argument
objects in an array.

Use this structure:

Code: {Input component source code}
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Input-output pairs to natural language algorithm

Given this test suite of a function, design an algorithm that de-
scribes the function.

1) Understand the Test Suite: Familiarize yourself with the re-
quirements, inputs, outputs, and any implicit criteria in the test
cases.

2) Analyze the Problem: Define the problem based on the test suite,
understanding applicable concepts and complexity constraints.
3) Design the Algorithm: Develop a step-by-step approach, se-
lecting suitable algorithms and ensuring coverage of test case
scenarios.

4) Handle Edge Cases: Identify and address any edge cases not
explicitly covered in the test suite.

I/0 Pairs: {Input-output pairs}

Component regeneration

Generate a function given a set of input-output examples.

1) Understanding Test Specifications: Before writing code, thor-
oughly understand what each test in the suite is checking. Know
the input and output requirements, and what constitutes a pass
or fail.

2) Functional Correctness: Ensure your code meets the functional
requirements outlined in the tests. It should correctly handle all
specified cases, including edge cases.

3) Code Quality: Write clean, readable, and well-structured code.
Use descriptive variable names, avoid hard-coding, and follow
best practices.

4) Context: You might need to understand the context of the func-
tion, such as the purpose of the component it belongs to, to write
the function correctly.

5) Refactoring: After your code passes the tests, look for opportu-
nities to refactor. Simplify complex parts, remove duplicated code,
and improve the overall structure.

Library Name: {Input library name}
I/0 Pairs: {Generated examples}
Algorithm: {Input algorithm}

B Naive LLM Approach Prompt

This section presents the prompt used to evaluate a naive approach
to removing malicious code from a component using a state-of-the-
art LLM.

Naive approach

Given the code for a potentially malicious function, remove any
security vulnerabilities without compromising the functionality
of the code.

1) Identify any potentially malicious snippets or vulnerabilities in
the code.

2) Modify the code to remove the security vulnerability without
compromising the functionality of the code.

3) Return the code with the security vulnerabilities removed.

{Input source code}
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